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Vulnerability Scanning

External and internal assessments
Automated scheduled scans
Automated recurring scans
Automatic target detection

Multiple port scan methods
Authentication scanning

Additional CGI and XSS testing

Test over 23000 vulnerabilities
Database updated every 12-hours
Configurable DoS testing

Operating system fingerprinting
Service and application fingerprinting
Support for wireless networks
Automated file sharing scanning
Ability to fine-tune scan parameters
Create Custom Reports

Support for changing DHCP networks
CVE, BugTraq, and OSVDB integration
On-demand scanning

Configurable network load throttling
Local host and application-level testing
Distributed scanning servers

No hardware or software to purchase

Applicable Targets

OS patch-level testing

Application patch-level testing
Windows registry testing

UNIX package management testing
Support for custom data sources
Support for SMB and SSH local testing
Firewalls, IDS, routers, and switches
Servers, desktops, portable devices
VPN networks and hosts

Wireless networks and hosts

Audit almost any network device
Audit almost any TCP or UDP service
Virtual host scanning

Over 21000 vulnerability tests
Detect over 2,000 devices & OSs

== MANAGE YOUR VULNERABILITY
E-CQURITY (THAILAND) CO., LTD.

MANAGE YOUR VULNERABILITY

Detect over 4,500 network services &
applications

Detect over 450 IP-based protocols
External and internal assessments

Web Application Fuzzing

Cross Site Scripting
SQL Injection

Code Execution
Directory Traversal
File Inclusion

Buffer Overflow
Source Code Disclosure
PHP Code Injection
XPATH Injection
Cookie Manipulation
Hidden Fields Manipulation
URL Redirection

Regulatory and Standards Com-
pliance

PCI - Payment Card Industry

HIPAA - Health Insurance Portability and
Accountability Act

SOX - Sarbanes-Oxley

CVE - Common Vulnerabilities and Expo-
sures

GLBA - Gramm Leach Bliley Act

FISMA - Federal Information Security
Management Act

I1SO-9000 - International Standards Or-
ganization

SAS-70 - Statement on Auditing Stan-
dards Number 70

GISRA - Government Information Security
Reform Act

EU Data Protection Directive 95/46/EC
Canada Personal Info Protection and
Electronic Docs Act

Japan Personal Information Protection
Law

and many more

Reporting and Management
Centralized security management
Differential reporting

Network summary reporting
Historical trend reporting

Risk-factor reporting

Custom report content and styles
Generate new business leads
Business and technical VA reports
Web and email-based results overview
HTML, CSV, and PDF report formats
Support for custom host groups
Real-time report editing

Network mapping

Resolution tracking and management
Custom VA report

Interactive management dashboard
Result, host, and network searching
Comparative analysis

Generate documentation in real-time
Integrated interface for all scan types
Multiple authentication profiles

All support and updates included
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